. «OCTOPOXKHO, MOJLICHHUKH!»

B ycnoBusix pasBUTHS LU(POBOIl IKOHOMHKH, SIEKTPOHHBIX MIATEXKHBIX CHCTEM
NEPCOHANBHBIX 3JIEKTPOHHBIX YCTPOHCTB W MHTepHETa CTPEMHTEIBHO BO3POCIO
KOJIMYECTBO COBEPIIEHHBIX C MX MCIOIb30BAHHEM TIPECTYIICHUM.

CoBeplueHuo 1aHHON KaTeropuy MpecTyIieHHH crnocoOCTBYIOT TOBEPYMBOCTD
FpaXKaiaH, HEeJ0CTaTOYHAass HMX OCBEJIOMIIEHHOCTh W TpeHeOpekUTENbHOEe OTHOLIEHHE
K 3JIeMeHTapHbIM NpaBuiiaM 0e30MacHOCTH.

s mpepynpexaeHHs NPOTHBONPABHBIX JEWCTBHH 10 JMCTAHLMOHHOMY
XHIICHMIO IEHEXHBIX CPEACTB Ba)KHO 3alIOMHUTD Clie/IytoLIee.

CotpynHuku 6aHKa 1o Teae(oHy WK B 3JEKTPOHHOM MUCbME HE 3aMpalldBaoT:

® [epcoHaNbHBIE CBeleHUS (cepHs M HOMep MacropTa, aApec perucTpaluu,

UMs U haMHIIUsS Blazenblia KapThl);

® pekBU3UTHI, cpok AeicTBus, [IMH- u CVV-Kombl 6aHKOBCKHX KapT; '

e naponu uiu kol u3 CMC-coobiuenuii s oATBEp)KACHHsT (PUHAHCOBBIX

orepauui Uik UX OTMEHBI;
e JIOrMH ¥ NapoJib Ul BXOJa B JIMYHBII KaOMHET KJIHeHTa OaHKa.
CoTtpyaHuky OaHKa Takxe He NPeAIararT:
® YCTAaHOBUTH MPOrPaMMbl YAAJIEHHOro JOCTymna (WM HHbIE CTOPOHHHE
NPUIIOKEHHS) HA MOOMJIBHOE YCTPOICTBO M pa3pelluTh MOJAKIIOUEHHE K HUM
MOJ IPE/TIOrOM TeXHHYECKOM MO/IePKKH (HarpuMep, y/lalleHHe BUPYCOB);

e nepeiitu o ccbuike U3 CMC-coolLueHus;

e BKIIOYMTH IMepeajpecalndio Ha TejepoHe KIHEHTa Ul  COBEPIUCHHS
B JaJIbHE1IeM 3BOHKA OT ero UMeHH B OaHK;

e 1OJ MX DPYKOBOJCTBOM [EPEBECTH Ul COXPAaHHOCTH JIEHEXHbIE CpelICTBa
Ha «3allMIIEHHbIE» WU «Oe30IMacHbIe» CYETA;

e 3aiiTu B oHjaiiH-kaOuHeT no ccbuike u3 CMC-cooOILEHHs HITH JIEKTPOHHOTO

nucbMa.
BaHK MOXeT MHULHMUPOBAaTh OOLIEHHE C KJIMEHTOM TOJBKO JUIS KOHCYJbTallUi
10 MpeoCcTaBisieMblM yciayram. [lpn 5TOM 3BOHKM COBEpIIAIOTCA C HOMEpOB,
yKa3aHHbIX Ha OOOPOTHOH CTOpOHE KapThl, Ha opHIMATBHBIX CaiiTax U OaHKOBCKUX
JIOKyMeHTax. VIHble HoMepa He HMEI0T HUKaKOro OTHOLICHUA K OaHKy.
Uro6sl He CTaTh JKepTBOW JMCTAaHLUMOHHOTO MOLICHHHYECTBA  CliefyeT
MCII0JIb30BaTh TOJIBKO OQHUIIMATbHbIC KaHANbI CBA3H:
e (opmbl 00paTHOH CBA3M Ha caliTe 6aHKa U B MOOUJILHOM NIPUJIOXKEHUH;
e TeseOHbl TOPAUMX JIMHUK;
e TIpyMNIbI WX YaT-0OThI B MECCEH/UKEPAX (ecM TAaKOBbIE HMEIOTCS).
BaskHO MOMHHTb, 4TO MOOMIBHBIE NPUIOKEHHS OAHKOB Ciemyer cKauuBary
yepe3 o(uLKMaTbHBIE MarasHHbI (App Store, Google Play u T.1.).
HeoGX0MMMO YUYHTBIBATb, 4YTO JepikaTelb KapThl 00s3aH CaMoCTOsTe b
[1eYrTh KOH(PUACHIUATBHOCTD €€ PEKBU3UTOB U B 3TOH CBSA3U M30erarp:
e MOJKJIIOUEHUS K 00LIeJOCTYTHbIM CETSAM Wi-Fi;
e ucnonpsosanus I[IMH- uin CVV-koJ0B TNpH 3aKa3e ToBa
yepe3 ceThb «MHTEpHET», a TaKiKe M0 tenedony (daxcy);
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® COOOMICHHS HA3BAHHBIX KOJOB TPETHUM JIMLAM (B MPOTHBHOM cllyqae Jo0ble

ONCPALIMK, COBEPLIEHHBIE C UX MCIONB30BAHUEM, CUUTAIOTCS BBINOJHEHHBIMH
CaMHM JepKaTelieM KapThl U He MOTYT ObITh OIPOTECTOBAHbI).
[Tpu  ucnonv3oBanuu Gankomaros OT/aBaTe MpeANoYTeHHE TeM, KOTOpbIe

YCTAQHOBJICHDI B 3AIUIIEHHBIX MECTAX (Harpumep, B rocyupeskaeHusax, opucax GaHkos,
KPYIIHBIX TOProBbIX LieHTpax). [lepen ero ucnonw3obanuem, OCMOTpUTE U ybOeauTech,
uTo:

® RBCe orep

dAlliH, CoBepLIaeMble NpeabIAY LIUM KJIMEHTOM, 3aBEpLIECHEI;
L]

Ha KﬂaBuaType U B MECTE 1151 IIpUEMa KapT HET JOINOJHUTEbHBIX YCTpOﬁCTB;
OTCYTCTBYIOT HEHUCIIPABHOCTH U UHBIE ITOBPEXIECHUA.

Cosepmaﬂ olepauuu, He HpHCHyIHHBaﬁTer K COB€TaM HE3HAKOMbIX JHOAel
U He npanMaﬁTe UX MMOMOIIb.

[Ipy  ucnonb3oBaHuE  cOTOBBIX TeneGoHOB  (cMapTGOHOB)  cobmoaiite
CJIeAyIOLHMe TIpaBUJIa;
[ ]

NPpH  yCTaHOBKE MOOMIBHBIX NpPHIOKEHUWH OOpaiaiiTe BHUMaHHe Ha
HOTHOMOUHS, KOTOpbIE OHM 3aNpallMBaIOT. BynbTe 0COGEHHO OCTOPOKHBI,
CCIIM TIPUJIOKCHME NPOCHT TpaBa Ha YTEHME aAPECHON KHHIH, OTIPABKY
CMC-coobiienuii 1 MHBIX YBeTOMIIEHHiA, noctyn K cetd «MHTepHeT;

¢ OTKJIIOYMTE B HACTPOMKAX BO3MOXHOCTH MHCIIOJNB30BAHUS TOJOCOBOLO
YUpaBJIeHHs NPHU 3a0JI0KUPOBAaHHOM JKpaHe;

¢ HE mnepexoaute no ccpuikaM u3 CMC-yBenoMIeHMM, paslHYHBIX YaTOB
M MECCEH/UKEpOB, He yOEeIMBUIMCh B MX IOCTOBEPHOCTH (Ilepe3BaHHBAiiTe
JIIOJISIM MX TIPUCIIABILHM );

® HE [EepeyHCNIHTe [IeHeXHbIe CpEJCTBA 3HAKOMBIM, POACTBEHHHKAMH
M ONM3KMM JIMLIAM HAa MX [POCKOBl O [MeEpeBOie eHEeKHbIX CpeacTB
3  CMC-yBenomieHuif,  pasaMuHBIX  4aTOB U MECCEHIKEPOB,
He yOeqMBIIMCh B HMX  JOCTOBEPHOCTH  (Ilepe3BaHHBaiiTe O ISIM
UX MPUCIIABLLUM );

Ilpu ncrnonb30BaHUM MHTEPHET-CEPBUCOB, B TO 4MC/IE IS MOKYIKH U NPOJAXKH

TOBAapOB U oka3zaHus yciyr (AButo, FOna U T.11.) 3a1I0MHHTE psifl IPOCTHIX [IPaBHIL;

® HCHOJIb3yHTE CPE/ICTBA OOLIEHMS, IPEIOCTaBICHHBIE JAHHBIMU CaliTamu:

® HE MEPEXOAUTb Ha «MHIMBUIYalbHOE» OOLICHHE C MOCTOPOHHUMH NMIiamy
C MCIOJIb30BAHUEM JIMUHBIX HOMEPOB TeJIe(hOHOB;

e He IepefaBaliTe CBOM IepCOHalbHble JIAHHBIE, B TOM 4uCia anpec
pOKHUBAHUS, KOHTAKTHble TeNe(OHbl, OAHKOBCKME PEKBU3UTHI
MOJITBEP/KACHUS OAHKOBCKUX Ollepalnii;

® WCIOJL3YHTE TOJNBKO MOPSAOK W (OPMbI  OMIATBI, MOJyYeHus TOBaposg,
MpelyCMOTPEHHbIE JAHHBIMU HHTCPHET-CEPBUCAMH.

[Tpu onnare TtoBapa u yciyr B cern «Mureprer» (ocobenno npy NPUBs3Ke

K peryJjspHbIM IJIaTeKaM WM akkayHTam) TpeOyercs BCerla yuuTbisary BBICOKy 1o

H  Konpl

BepOATHOCTDL  Iepexo/ia Ha NOJYIEJIbHBIK  CAMT, CO3JMaHHbIH 1is KOanoMeTauHH
KJIMEHTCKUX JIAHHBIX, BKJIIOYast MJ1aTeKHbIe KAapTOUYHbIE JIAHHbIE.
Jliss MUHMMM3ALMKM  BO3MOXMKHBLIX — XHMUIEHHH  1IPU 11pOBe

ACHUY
‘ yETca: Olepayy;y
C MCII0JIb30BAHUEM CETH «l/lu'rcpuel » PEKOMCHLYCTCS!
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® 0(QOPMUTHL BUPTYANbHYIO KapTy C YCTaHOBIEHHEM pa3Mepa MHAMBHIYalbHOTO

JIMMUTA, OTPAHUYMBAIOILETO ONEpalud, B TOM YMCJIE C HCIOIH30BAHHEM
Apyrux OaHKOBCKUX KaprT;

BHMMATENbHO u4uTaTh TeKCTbl CMC-cooOlieHnid ¥ MHBIX yBeIOMIIEHMI
C KOZIAMH MOATBEPKACHUMA, NPOBEPATh PEKBU3UTHI oniepauuil. Eciu pekBu3nuThl
HE COBMAJAIOT, TO TAKOW MapoJjib BBOJAUTH HENb3SL.

Korna OaHK cuwMTaer COBEplIAceMble OT HUMEHHM KIMCHTA  OlCpannu

TMOJO3PUTENLHBIMHU, OH MOXET IO CBOE MHMILIMATHBE BPEMEHHO 3a0JI0KMPOBATh AOCTYI
K cepBrcaM CMC-6anka u oHnaiiH-kabuHeTta. Eciin onepaiuy CoBepIIeHbI AepKaTeeM
KapThl, A7 OBICTPOro BO30OHOBIEHHS AOCTyNa K JEHEXHBbIM CpPEeACTBaM /10CTaTOYHO
NO3BOHUTH B KOHTAKTHBIH LIEHTp OaHKa.

B ciyuae yTepu MM cMeHbl HOMepa Telie(OHA, NPHUBS3aHHOTO K OaHKOBCKOH
KapTe, He0OXOUMO:

e cBs3aThCA ¢ 6aHKOM s oTKIoueHus yeuyru CMC-yBenomMieHus,;

e 330JIOKMpOBATh CUM-KapTy, OOpaTUBIIKCH K COTOBOMY OIIEpaTopy.

[lpy BO3HMKHOBEHMH MaJIeWIINX MOMO3PEHUM HAcYeT MpeINpHHIMAEMbIX
MONBITOK COBEPIIEHUS MOLICHHUYECKUX JEMCTBHUM

clieqyeT He3aMelJIUTEIBLHO
yBeJIOMJISITH 00 9TOM OaHK.

CobmofieHMe TPUBEICHHBIX MEP U PEKOMEHJAIMA TO3BOJUT NPEIOTBPATHUTH
CJy4ay JUCTaHIIMOHHOTO XHINECHHUS JIEHEKHBIX CPE/ICTB.
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